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Template for Not-for-profit Organisations
Aligned with Australia’s Guidance for AI Adoption (NAIC, October 2025) and APAC governance frameworks
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	Approved By
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	Review Date
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Key Terms
	Artificial Intelligence (AI)
	Technology that infers from inputs how to generate outputs such as predictions, content, recommendations, or decisions. Includes both narrow (task-specific) and general-purpose systems.

	Generative AI (GenAI)
	AI that can create new content such as text, images, code, or audio based on patterns learned from training data. Examples include ChatGPT, Claude, and Copilot.

	AI Model
	The core component of an AI system that has been trained on data to recognise patterns and produce outputs. Models are embedded within AI systems and tools.

	AI Agent(s) or Agentic AI
	An AI system that can take actions, use tools, or interact with other systems with a degree of autonomy, rather than simply generating content for a human to act on.

	AI System
	A combination of AI models and other components (interfaces, data, tools) that together perform tasks. When this policy refers to AI tools or systems, it includes both.

	Shadow AI
	The use of AI tools or systems that have not been approved by the organisation. See Section 4.5.

	Training Data
	The data used to build and refine an AI model. Some AI tools use inputs provided by users as training data unless opted out.


[bookmark: _Toc229991250]Purpose and Scope
[Organisation Name] is committed to using artificial intelligence (AI) responsibly, in ways that support our mission and protect the people we serve. This policy sets out how our organisation will adopt and use AI safely, ethically, and in compliance with relevant laws.
This policy applies to all staff, volunteers, board members, contractors, and third parties who use AI tools or systems on behalf of [Organisation Name], or who process data related to our work using AI.
[bookmark: _Toc229991251]What this policy covers
This policy applies to any tool or system that generates, recommends, classifies, predicts, or makes decisions using patterns learned from data. This includes:
1. Generative AI tools such as ChatGPT, Microsoft Copilot, Google Gemini, and Claude
1. AI features embedded in existing software, including CRM systems, email platforms, HR tools, and accounting software
1. AI-powered analytics, reporting, or recommendation tools
1. Custom or purpose-built AI systems developed for or by the organisation
1. AI agents that take actions or make decisions with limited human intervention
[bookmark: _Toc229991252]Relationship to other policies
This policy should be acknowledged alongside our existing policies:
[Replace or include as is applicable for your organisation]
1. [Privacy Policy]
1. [Data Protection and Information Security Policy]
1. [Safeguarding / Child Safety Policy]
1. [Code of Conduct]
1. [Acceptable Use Policy]
1. [Other relevant policies]
[bookmark: _Toc229991253]Guiding Principles
[Organisation Name] adopts the following principles to guide all AI use. These are grounded in [Ethics Principles by country] and reflect our obligations to the communities we serve.
	Mission alignment - AI must serve our mission. We will not adopt AI where it conflicts with our purpose or values.
Human oversight - People remain responsible for decisions. AI supports human judgement; it does not replace it.
Safety and wellbeing - We prioritise the safety and wellbeing of the people we serve, our staff, and the broader community.
Fairness and non-discrimination - AI must not create or reinforce unfair bias or discrimination, particularly against people already experiencing disadvantage.
Privacy and data protection - We handle all data with care, meeting our legal obligations and the trust placed in us by the people we work with.
Transparency - We are open about when and how we use AI, and we make it possible for people to understand and challenge AI-informed decisions.
Accountability - Clear responsibility exists for every AI system we use. When things go wrong, we act to set them right.


[bookmark: _Toc229991254]Approved and Prohibited Uses
All AI use at [Organisation Name] falls into one of three categories: approved tool, approved with conditions, or prohibited. AI use must comply with all applicable privacy and data protection legislation in the jurisdictions where [Organisation Name] operates, including [list applicable legislation, e.g., the Australian Privacy Act 1988, NZ Privacy Act 2020, Singapore PDPA].
[bookmark: _Toc229991255]Approved tool
The following uses are actively supported where they improve efficiency and align with our mission:
1. Drafting and editing internal communications, reports, and general correspondence (with human review).
1. Summarising meeting notes, research, and publicly available information.
1. Generating ideas, outlines, and first drafts for non-sensitive content.
1. Translation and accessibility support for communications.
1. Administrative automation such as scheduling, data entry, and formatting.
[bookmark: _Toc229991256]Approved with conditions
The following uses require additional safeguards as set out in this policy:
1. Using AI in program design or service planning requires human review and documented rationale.
1. Using AI to analyse de-identified service data for trends or insights requires approval from [AI Lead / Policy Owner].
1. Using AI for external communications, fundraising, or stakeholder engagement requires disclosure where appropriate and human sign-off.
1. Using AI in recruitment or HR processes requires documented bias assessment and human decision-making.
1. Procuring or trialling new AI tools requires completion of a risk assessment (see Section 7).
[bookmark: _Toc229991257]Prohibited uses
In addition to the prohibitions in Section 3.2, the following general prohibitions apply:
1. Entering confidential organisational information (board papers, strategic plans, financial records, donor data) into free-tier consumer AI tools.
1. Using AI to generate fraudulent, misleading, or deceptive content.
1. Using AI in ways that breach applicable privacy legislation, anti-discrimination laws, or our contractual obligations.
1. Representing AI-generated work as original human work in grant applications, research, or formal reporting, without disclosure.
1. Using AI to circumvent internal controls, approvals, or oversight processes.
[bookmark: _Toc229991258]Free versus paid AI tools
Free-tier and consumer versions of AI tools typically have different data practices, privacy controls, and terms of service compared to paid or enterprise versions. Staff must be aware that:
1. Free-tier tools may use inputs to train their models, retain data indefinitely, and offer limited privacy controls. These tools must only be used for non-sensitive, non-identifiable information.
1. Paid or enterprise tools with appropriate data processing agreements may be approved for use with more sensitive organisational data, subject to approval from [AI Lead / Policy Owner].
The [AI Lead / Policy Owner] will maintain a register of approved AI tools and their permitted use categories.
[bookmark: _Toc229991259]Unauthorised AI use (“Shadow AI”)
Staff and volunteers must only use AI tools that have been approved by [Organisation Name]. Using unapproved AI tools, browser extensions, or apps for work purposes is not permitted. This includes free online tools, mobile apps, and AI features in personal accounts.
If staff identify a tool they believe would be beneficial, they should raise this with the [AI Lead / Policy Owner] so it can be assessed and, if appropriate, approved for use.
[bookmark: _Toc229991260]AI Use with Vulnerable Populations
[Organisation Name] works with people who may be in vulnerable circumstances, including [describe relevant populations, e.g., children, people experiencing homelessness, people with disability, refugees, people experiencing family violence, older people, First Nations communities]. This creates a heightened duty of care in how we use AI.
[bookmark: _Toc229991261]Requirements for AI involving people in vulnerable circumstances
When AI tools or systems are used in connection with the people we serve, the following requirements apply:
1. AI must never be the sole basis for decisions about a person’s access to services, safety assessments, care plans, or eligibility determinations.
1. Data about the people we serve must not be entered into free-tier or consumer AI tools unless it has been fully de-identified.
1. Any AI-generated content provided to or about the people we serve must be reviewed by a qualified person before use.
1. Where AI informs a decision about an individual, that person (or their guardian/advocate) has the right to be informed and to request a human review.
1. AI systems that interact directly with the people we serve (e.g., chatbots) must clearly identify themselves as AI and offer a pathway to a human, even if it is asynchronous (i.e. email).
1. All AI generated content and imagery must be tagged as such, if to be used for public consumption.
[bookmark: _Toc229991262]Prohibited uses
The following uses of AI are prohibited at [Organisation Name]:
1. Using AI to make autonomous decisions about a person’s safety, welfare, or access to essential services.
1. Entering identifiable client or beneficiary data into AI tools without explicit authorisation under this policy.
1. Using AI to profile, score, or rank people we serve in ways that could result in biased or discriminatory treatment.
1. Using AI-generated content in legal, clinical, or statutory documents.
1. Using AI to generate or manipulate images, audio, or video of the people we serve.
[bookmark: _Toc229991263]Indigenous data sovereignty (if applicable)
Where applicable to your organisation’s work and operating context.
[Organisation Name] recognises and respects the rights of [Aboriginal and Torres Strait Islander peoples, Māori, and other Indigenous peoples across the Asia-Pacific] to govern the collection, ownership, and application of data about their communities, lands, and knowledge systems.
When working with Indigenous communities or their data, we will:
1. Consult with relevant Indigenous governance bodies before using AI in programs that serve or affect Indigenous people and communities.
1. Partner with Indigenous people at all stages of the data and AI process to ensure their priorities are reflected in AI use
1. Ensure AI outputs do not misrepresent, appropriate, or homogenise Indigenous cultures
1. Be sure to guard against algorithmic bias in AI outputs with relation to Indigenous people and communities.
1. [Respect the CARE Principles for Indigenous Data Governance (Collective Benefit, Authority to Control, Responsibility, Ethics) and, in Australia, the Maiam nayri Wingara Principles]
[bookmark: _Toc229991264]Roles and Responsibilities
[bookmark: _Toc229991265]Board / Governing Body
1. Approve this policy and any material changes.
1. Ensure AI governance is included in the organisation’s risk management framework.
1. Receive periodic reports on AI use, risks, and incidents.
[bookmark: _Toc229991266]CEO / Executive Director
1. Overall accountability for responsible AI use across the organisation.
1. Designate an AI Lead with operational responsibility for this policy.
1. Ensure adequate resources for implementation, training, and review.
[bookmark: _Toc229991267]Nominated AI Lead
[This may be a dedicated role or an additional responsibility for an existing role such as IT Manager, Operations Manager, or Privacy Officer.]
1. Maintain the AI register (see Section 8).
1. Maintain aa list of approved AI tools.
1. Conduct or coordinate risk assessments for new AI tools.
1. Respond to AI-related incidents and concerns.
1. Coordinate staff training and capability building.
1. Report to the CEO / Board on AI governance matters.
[bookmark: _Toc229991268]All staff and volunteers
1. Comply with this policy in all use of AI tools.
1. Complete required AI training.
1. Report concerns, incidents, or unintended consequences to the AI Lead.
1. Exercise professional judgement and not rely on AI outputs without appropriate review.
[bookmark: _Toc229991269]Third parties and contractors
Third parties who process data or deliver services on behalf of [Organisation Name] using AI must comply with this policy or demonstrate equivalent safeguards. This requirement must be reflected in relevant contracts and agreements.
[bookmark: _Toc229991270]Procurement of AI Systems
Before adopting or procuring or building any new AI system, staff must notify the [AI Lead / Policy Owner]. The AI Lead will determine what level of assessment is required based on the intended use and the data involved.
At a minimum, the following must be considered before a new AI tool is approved:
1. What data will the tool access or process, and what is its sensitivity?
1. Does the tool’s terms of service permit use of inputs for model training?
1. Where is data stored and processed, and does this meet our data residency requirements?
1. What are the vendor’s security practices and certifications?
1. Is the tool accessible and appropriate for the intended users?
1. What happens to our data if we stop using the tool?
For higher-risk uses (any use involving personal data, client-facing applications, or decision-support), a more detailed risk assessment must be completed using [Organisation Name]’s risk assessment process.
[bookmark: _Toc229991271]Transparency and Disclosure
[bookmark: _Toc229991272]AI Register
[Organisation Name] will maintain an AI register that records all AI tools and systems in use, their purpose, the data they access, and the person accountable for each. The AI Lead is responsible for keeping this register current.
[bookmark: _Toc229991273]Disclosure to people we serve
We will disclose our use of AI to the people we serve in the following circumstances:
1. When AI is used to make or inform decisions that affect an individual.
1. When a person is interacting directly with an AI system (e.g., a chatbot).
1. When AI-generated content is provided as information, advice, or guidance
Disclosure should be clear, accessible, and appropriate to the audience.
[bookmark: _Toc229991274]Disclosure to funders, partners, and regulators
Where funders, partners, or regulators require disclosure of AI use (including in grant applications, acquittals, or compliance reporting), staff must provide accurate information about how AI has been used.
AI-generated content used in grant applications, reports, or formal documents must be disclosed where required by the funder or where non-disclosure would be misleading.
[bookmark: _Toc229991275]Internal disclosure
Staff should be informed when AI is used in internal processes that affect them, including recruitment, performance management, and workforce planning.
[bookmark: _Toc229991276]Monitoring, Review, and Incidents
[bookmark: _Toc229991277]Monitoring
[Organisation Name] will monitor AI use across the organisation to ensure compliance with this policy. [Organisation Name] will monitor AI use across the organisation to ensure compliance with this policy. This includes reviewing the AI register, assessing whether approved tools continue to meet our requirements, and identifying any unauthorised AI use. AI outputs can change over time, so a scheduled regular check in is essential to ensuring accuracy of results from tools in use.
[bookmark: _Toc229991278]Feedback
Processes should be in place to allow individuals (staff, clients, or stakeholders) to raise concerns, challenge AI‑informed decisions, or request correction or review, with issues documented and addressed in a timely manner.
[bookmark: _Toc229991279]Incident response
An AI incident is any event where AI use has caused or could cause harm to a person, a breach of this policy, a privacy or data breach, reputational damage, or a breach of legal or regulatory obligations.
All AI incidents must be reported to the AI Lead immediately. The AI Lead will:
1. Assess the severity and scope of the incident.
1. Take immediate steps to contain the harm, including suspending the AI tool if necessary.
1. Notify the CEO and, where required, the Board, affected individuals, regulators, or funders.
1. Investigate the root cause and document findings.
1. Implement corrective actions and update this policy or the AI register as needed.
[bookmark: _Toc229991280]Policy review
This policy will be reviewed [every 6 months / every 12 months] or sooner if:
1. There is a significant change in the organisation’s use of AI.
1. Relevant legislation or regulatory guidance changes.
1. An AI incident reveals a gap in the policy.
1. New AI capabilities (such as agentic AI systems that take autonomous actions) become relevant to our operations.
[bookmark: _Toc229991281]Staff Training and AI Literacy
[Organisation Name] will ensure that all staff and volunteers have the knowledge they need to use AI responsibly.
[bookmark: _Toc229991282]Minimum requirements
1. All staff and volunteers must be made aware of this policy as part of their induction.
1. Staff who use AI tools in their work must complete [Organisation Name]’s AI training, covering this policy, data handling requirements, and practical guidance on AI adoption for AI use in the organisation. 
1. The AI Lead and any staff with oversight responsibilities must receive additional training on AI risks, governance, and incident response.


